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This document provides information on the following topics:

Email Encryptiosetup ¢ Outlook2003

Email Encryption satp ¢ Outlook2007

Email Encryption satp ¢ Outlook2010

Email Encryption satp ¢ Outlook2013

Certificate Discoverg Outlook2003

CertificateDiscoveryc Outlook2007

CertificateDiscoveryc Outlook2010

CertificateDiscoveryc Outlook2013

=A =2 =2 =4 A4 -4 -4 -5 -2

Boeing Certificat®ownload

Please note¢he following:

1. Itisrecommended that botEmail Encryptiorset-up andCertificate Disc\pverysteps are
O2YLX SGSR G2 Syl ofS dza SNBREmaBervRds.2 3G NQa [ 5! t

2. Certificate Discoveryequires connectiont® E2 & G NQ& [ 5! tportt3®@R E& { S N.
This may require additional configuration lypur IT infrastructure groups depending
on local policy &ontrols.

3. ForLotusNotesandMozillaThunderbirdcontactExostaiCustomer SupportYou will need
to provide Customer Support with your email client version.
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Email Encryptio®etUp ¢ Outlook 2003

OpenOutlook 2003

SelectTools

SelectOptionsfrom the drop downmenu

From the dialog boxselectthe Securitytab.

Enter a name for your security setting into tBecurity Settings Nambox

EnsureS/MIMEis selected on th&ecure Message Formibx

Check thébefault Securiy Settingfor this Secure Messageormat

Inthe Certificatesand Algorithmssection clickthe Choosebutton inthe SigningCertificate

Section.

Selectyour SecureEmailCertificatefrom the SelectCertificatedialogbox

10. Outlook should automatically choose the sa®ecure Email Certificatas yourSigning
Certificate for the email Encryption Certificate. If not, click @leoosebutton in the
Encryption Certificate and select your Secure Email Certificate from Sthlect
Certificatedialogbox.

11. EnsureSend These Certificates with Signed Messaigsglected

12. ClickOKto return to Optionsdialogbox.

13. ClickOKto return toOutlook

ONoOOrWNE

©

Digitally Signingn Enail
1. Compose your email and attach fil¢asyou normally would).

2. ClickSignR.
3. ClickSend

Followthe instructions inthe Certificate Discoverg Outlook 2003section if you receive an error
message. You may watwt configure LDAP Proxy settings to enable certificate discovery.
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Email Encryptio®etUp ¢ Outlook 2007

OpenOutlook 2007

SelectTools/Trust Centefrommenu

From the left navigation selectEmail Security

To send encrypted or digitally signed email, selddd digital signatureto outgoing

messagesSend clear text signed message when sending signed messageég&ncrypt
contentsand attachments for outgoing messagés send an encrypted email by default.
Under default setting, seled@utgoing email

Click orSettings

HonE=

o o

Trusted Publishers

Mk . Encrypted e-mail

Add-ins

95 [] Encrypt contents and attachments for outgoing messages
3

Privacy Options Add digital signature to outgoing messages

E-mail Security Send clear text signed message when sending signed messages
[[] Request S/MIME receipt for all S/MIME signed messages
Attachment Handling y v i
Default Setting: | OQutgoing email vw Settings...

Automatic Download

) Digital IDs (Certificates)
Macro Security

Programmatic Adedss Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions,
g ( publish to GAL.. | [ Import/Export... | [ Geta Digital ID..

Read as Plain Text

[[] Read all standard mail in plain text

Script in Folders

[ Allow script in shared folders
Allow script in Public Folders

7. You may see that your signing certificate is already selected (for digitally sigming
email). To ensure that correct certificates are used, cligikooseand select the
appropriatecertificate. Makesurethat the hashalgorithmisSHA1
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8. ForEncryptioncertificates,follow step#6 and ensurethat the encryptionalgorithm
selected iISDES
9. ClickOK

Change Security Settings

Security Setting Preferences

Default Security Setting For this cryptographic message Format

Default Security Setting for all cryptographic messages

[Secgrity Labels. .. ] [ Mew ] [ Delete ]

Certificates and Algorithms

Signing Certificate: |
Hash algarithm: |5Ha1 M
Encryption Certificate: | [ Choose... ]

Send these certificates with signed messages

Ok ] [ Cancel

Digitally Signing an Email
1. Compose your email and attach files yasi normallywould).
2. Clicksign2®.
3. ClickSend

Followthe instructionsin the Certificate discoveryg Outlook 2007section if youreceive an error
message. You may want to configure LDAP Proxy settings to enable certificate discovery.
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Email EncryptioSetUp ¢ Outlook 2010

OpenOutlook 2010

Fromthe topleft, select theFiletab.

SelectOptionsfrom the left navigation

SelectTrust Cente.

Click onrTrust Center Settings

Selecte-mail Security

To send encrypted or digitally signed email, selé&atcrypt contents and
attachments for outgoing messageAdd digital signatureto outgoing messages
and Send clear texsigned message when sending signed messageseind an
encryptedemail.

UnderDefault Stting, selectMy S/MIME Settingsysername.

Click orSettingsbutton.

NogokwdE

©

Trust Center m

Trusted Publishers

Encrypted e-mail

DEP Settings =
ﬁﬁ 12] Encrypt contents and attachments for outgoing messages

Privacy Options 3 [¥] Add digital signature to outgoing messages
E-mail Security | [¥] send clear text signed message when sending signed messages

1} Request S/MIME receipt for all S/MIME signed messages

Attachment Handl
achment-iandiing Default Setting: | My S/MIME Settings (Paul Haynes@exostar.com) [+ | [ Settings... |
Automatic Download

Digital IDs (Certificates)
Macro Settings

I Digital IDs or Cemflcates are documents that allow you to prove your identity in electronic transactions.

Programmatic Access
[ publishto GAL... | [ import/Export... | [ Geta Digital ID...

Read as Plain Text

[7] Read all standard mail in plain text
Read all digitally signed mail in plain text

Script in Folders

1:] Allow script in shared folders
z\ Allow script in Public Folders
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10. Youmayseethat your signingcertificateis alreadyselected(for digitallysigningthe
email). To ensure that correct certificates are used, citiooseand select the
appropriate certificate. Make sure that tHeashalgorithm isSHA1

11. ForEncryptioncertificates follow step#9 and ensurethat the encryptionalgorithm
selected iISDES

12. ClickOK

=

Change Security Settings ﬁ

Security Setting Preferences

Security Settings Mame:
My S/MIME Settings (Paul. Haynes @exostar. com) -

Cryptography Format: | 5/MIME
Default Security Setting for this cryptographic message format
Default Security Setting for all cryptoaraphic messages

[Secgri'q'I Labels...] [ Mew ] [ Delete ] Passwaord. ..

Certificates and Algaorithms

Signing Certificate: Paul Haynes_9535(Signature)

Hash Algarithm: [SHnl vl
Encryption Certificate: |Paul Haynes_9535(Encryption)
Encryption Algorithm: |5,30E5 v]

Send these certificates with signed messages

Digitally Signing and Encrypting amé&il
1. Compose your email and attach files (as you normally would).
2. Click theOptionstab.
3. Inthe options ribbon markeBermissionclick on either theEncrypticon to encrypt the
message, th&ignicon to digitally sign the message or both if you choose.

5l = Untitled - Message (HTML) [E=EER )
| File ‘ Message Insert Options Format Text Review a 0
n Colors ~ 81 84 1 e o0 . —9 D
! | = a = | ivery =% Y7 % -
s = = ~ c 4.4 Encrypt Jﬁ' [7] rRequest a Delivery Receipt - ‘
Themes — Page Bcc  From | Permission ;;‘_l Signr‘ Use Voting [ Request a Read Receipt Save Sent Delay Direct
- [O]Eeffects ~ ¢ - Buttons~ Item To ~ Delivery Replies To
Themes Show Fields Permission Tracking c Mare Options
To...
=1 e
Send I
Subject:
-~
v
-~

Copyright © 2017 Exostar, LLC All rights reserved. 8



XOSTAR

4. Sending an encrypted email requires the recipients public encryption key (Digital
Certificate) MSOutlookwill needto be configuredfor certificate discoveryr userswill
needto exchangedigitally signedemailfirst to exchangegublicencryptionkeys.

5. ClickSend.

Followthe instructions in theCertificate discoveryg Outlook 2010section if you receive an error
message. You may want to configure LDAP Fsettings to enable certificate discovery.

Email Encryption Séip ¢ Outlook 2013

. OpenOutlook 2013

SelectTrust Center

ogakwhpkE

From the top left, seledFiletab.
SelectOptionsfrom the left navigation.

Click onTrust Center Settingsutton.
SelectEmail Security.

Trust Center

Trusted Publishers

Encrypted e-mail

ﬁr [T] Encrypt contents and attachments for outgoing messages
D g Add digital signature to outgoing messages
[7] Send clear text signed message when sending signed messages
[7] Request S/MIME receipt for all S/MIME signed messages

Settings.

Default Setting

Digital IDs (Certificates)

] Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.
[ ublishto GAL... | [ Import/Export... | [ GetaDigital D... |

Read as Plain Text

[T] Read all standard mail in plain text
Read all digitally signed mail in plain text

Script in Folders

[T] Allow script in shared folders
[T] Allow script in Public Folders
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7. Click orSettings

8. Youmayseethat your signingcertificateis alreadyselected(for digitallysigningthe

Change Security Settings

Security Setting Preferences
Security Settings Name:

Cryptography Format: | 5/MIME
| Default Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages

[Securit)rLabeIs...] [ Mew ] [ Delete ]

Certificates and Algorithms

Signing Certificate: Paul Haynes_9535(Signature)

Hash Algorithm: [sHat -

Encryption Certificate: |Paul Haynes_9535(Encryption)
||
[l Encryption Algarithm: [3DES V]

Send these certificates with signed messages

OK ] [ Cancel

email). To ensure that correcertificates are used, clickhooseand select the
appropriatecertificate.Makesurethat the hashalgorithmis SHA1

9. ForEncryptioncertificates follow step#7 and ensurethat the Encryptionalgorithm

selected iISDES
10. ClickOK

11.To send encrypted or digitally signed email, selsatryptcontents and attachments for
outgoing messagesAdd digital signature to outgoing messagesnd Send clear text

signed message when sending signed messdgesend an encryptedmail.

12.UnderDefault Setting selectMy S/IMIME Settings (username).

13. ClickOK.

Trust Center

B

Trusted Publishers
Privacy Options

= R

E-mail Secu

Encrypted e-mail

[7] Encrypt contents and attachments for outgoing messages

[¥] Add digital signature to outgoing messages

[¥] Send clear text signed message when sending signed messages
[] Request S/MIME receipt for all S/MIME signed messages

Default Setting: | My S/MIME Settings (Paul Haynes@exostar.com) ] | Settings..

Digital IDs (Certificates)

[ Publishto GAL... | [ Import/Export... | [ GetaDigital ..

Read as Plain Text

[”| Read all standard mail in plain text

Read all digitally signed mail in plain text
Script in Folders

[T] Allow script in shared folders

[] Allow script in Public Folders

o)

;l Digital IDs or Certificates are documents that allow you to prove your identity in electronic trans:

actions.
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DigitallySigning and Encrypting amé&il
1. Composeg/our email and attacfiles (as you normally would).
2. Click theOptionstab at the top.
3. Inthe options ribbon markeBermission click on either theEncrypticon to encrypt the
messagethe Signicon to digitally sign the message or both if you choose.

= | 8 Untitled - Message (HTML) ? H - 0O X
MESSAGE INSERT OPTIONS FORMAT TEXT REVIEW
j I]Cn\ﬂrz' a1 e 0.0 Y .-\{)_.‘ ®
Fonte EEL 5% @ Encrypt Request a Delivery Receipt W =y .re
ThE:nez DEf‘fect:' Bec  From Permlmun e Sign Use Voting Request 2 Read Receipt SaveSent Delay  Direct

Buttans ~ Item To = Delivery Replies To
Themes Show Fields Permission Tracking F) Mare Options ] -

To.
=

Send

Cc.
Bec...

Subject

Regards

Paul
-

4. Sending an rcrypted emairequires the recipients public encryption key (Digital
Certificate) MSOutlookwill needto beconfiguredfor certificate discovergrusers
will needto exchangedigitally signedemail first to exchangepublic encryption
keys.

5. ClickSend

Follow instructions in theCertificate discovery Outlook 2013section if you receive an error
message.You may want to configure LDAP Proxy settings to enable certificate discovery.
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Certificate Disavery-Outlook 2003
1. OpenMicrosoft Outlook.
2. SelectToolsthen EmailAccounts
3. SelectAdd a new directory or address boo&ndclickNext
4. SekctInternet Directory Serviceand clickNext
5. Enter the encryption ertificate lookup ®rvicS Q& Fdzf € & ljdz2r t AFASR R2YI )
|dapproxy.exostar.com

Add Mew [ mall Account X

L Directory Service (LDAP) Settings
You can enter the reaured settngs to acoess nf ormation N a drectony service

Server Information

Typo e rume of the deectiny server your BEermet tervice provider or Sywtem aderty stor
has gven you.
Server Nome |

Logon Information

[ Thes server tecuiees me to log on

[ <tes |  Cared

6. For the changes to take effecgstartMicrosoft Outlook.
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1. OpenMicrosoft Outlook.
2. SelectTools AccountSettingsthen AddressBook
3. Selectinternet Directory Service(LDAP)

4. ClickNext

@ Inbox - Microsoft Outlook

: File Edit View Go Tools

Actions

=] Eﬁ,ﬁ Mailbox - Seema Gupta
(5] Deleted Items (15)
L7 Drafts [5]
= [ Inbox (14)
[ Customer Service (29}
# [ ForumPass
[ ForumPass access

Outlook Connector Help

To-DoBar » =

‘You can choose a directory or address book below to change or remove it.

| E-mail | Data Files | R3S Feeds | SharePaint Lists | Internet Calendars | Published Calendars | Address Books

@
M Add New E-mail Account

Mail

Favorite Folders 4 October 2009

Mail Folders =S M T W T F
= 12

2] All Mail Items Directories and Address Books 45 6 7 8 91d

11[12] 13 14 15 16 13
18 19 20 21 22 23 24
25 26 27 28 29 30 3

Reservation at Courtyan
9:00 PM - Tue 10:30 AM

638 Hillsdale Drive Charl

4 Important to do e
(23 RRISSUES (1) Directory or Address Book Type Take flax seed capsule
= You can choose the type of directory or address book you'd like to add 9:00 PM - 9:00 PM
[ RRGSP FIS Agreements : Shantanu Sharma =
[ Timesheet (1)  _,_,—_,—,—
ek e TUe L5 AM 1230 P
L@ Outbox [1] (® Internet Directory Service (LDAP) 1300 Jefferson Park Ave,
LED RSS Feeds Connect to an LDAP server to find and verify e-mail addresses and other _—
= [ Sent Items information. e =
23 SIG EMAILLS (O Additional Address Books Arranged By: Due...|
# O Search Folders Connect to an address book to find and verify e-mail addresses and other
E: Archive Folders ] information.
= &3 Archive Folders & ¥ Today
3 (5] Deleted Items E—
= 3 Inbox
[ Action required
3 ForumPass
SEEE ~
2 g
5 0 W 0 [ (. = O
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5. Enterldapproxy.exostar.comn the Server Namdield.

Darectory Sevvice (LDAP) Settings
Youl can enter the reaured settings to acoess i ormation In & derectony service.

Server Information

Typo D fume of the deectiny server your JEermet $rvice provider or Sysbem sdmiruty stor
has gven you

Seever o |
Logon Information

(71 Thes server tequiees we o log on

6. ClickMore Settings

[Ceess ] [Tcwcs )
Add New E-mail Account x| I\
Directory Service {LDAP) Settings
You can enter the required settings to access information in a directory service.

Server Information
Type the name of the directory server your Internet service provider or system administrator
has given you.
Server hame: ldapprozxy . exostar, com
Logon Information
™ This serwer requires me ko log an

User Maie;

Passiord;

™ Reguire Secure Password Authentication (SPA)

More Settings ...
< Back Cancel

7. You willa notification tocloseMicrosoft Outlook to activate thenew settings.

ClickOK

Add E-mail Account

i The E-mail Account vou have just added will not skart unkil wou choose Exit from the File menu, and then reskart
Microsoft Office Outlook,

Copyright © 2017 Exostar, LLC Adihts reserved.
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8. You will receive &€ongratulationsmessageClickFinishand closeMicrosoft Outlook.

Add New E-mail Account I x|
[ | |

Congratulations!

You have successfully entered all the information required to setup your
account,

To close the wizard, click Finish.

9. RestartMicrosoft Outlook to send encryptegimail.

Certificate DiscoveryOutlook 2010
1. OpenMicrosoft Outlook.
2. Fromthe topleft, select theFiletab.
3. Selectthe Account Settingscon. dick onAccountSettings
At o - =

Directories and Address Books W
You can choose a directory or address book below to change or remove it.
| E-mail | Data Files | RSS Feeds | sharePoint Lists | Internet Calendars | Published Calendars || Address Books |
G New... !3f Change... X Remove
]
Name Type

Outlook Address Book MAPL f

1

il

i
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4. Selectthe Address Bookab.

5. Fromthe left side, select théNewicon.

6. Selectinternet Directory Service(LDAP) ClickNext

Add New Account - B - . ﬂ

Directory or Address Book Type
You can choose the type of directory or address book you'd like to add.

© Internet Directory Service (LDAP)
Connect to an LDAP server to find and verify e-mail addresses and other
information.

(©) Additional Address Books
Connect to an address book to find and verify e-mail addresses and other
information.

!

7. Enterldapproxy.exostar.comn the Server Namdield.
Add New Account - - E

Directory Service (LDAP) Settings
You can enter the required settings to access information in a directory service.

Server Information

A Type the name of the directory server your Internet service provider or system administrator
1 has given you.

Server Name: |

Logon Information

[""] This server requires me to log on \
. \
Jame

word

Reguire Secure Password Authentication (SPA)
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8. Click onMore Settings.
Add New Account - A . . ﬂ

Directory Service (LDAP) Settings
You can enter the required settings to access information in a directory service.

Server Information

Type the name of the directory server your Internet service provider or system administrator
‘ has given you.

Server Name: URL: Idapproxy.exostar.com|
Logon Information

[7] This server requires me to log on I
ssword

Reguire Secure Password Authentication (SPA)

< Back ][ Next > ][ Cancel

9. Youwill receivea notification torestart Microsoft Outlookto activatethe new settings.
ClickOK

Add E-mail Account eS|

(0) You must restart Outlook for these changes to take effect.

10. You will receive a pepp notification. CliclOK

Microsoft LDAP Directory [

- e —
Connection | Search

Display Name

The display name as it appears in the Address Book

URL:ldapproxy.exostar.com

Connection Details

Port: 389

Use Secure Sockets
Layer D

[ oK ] [ Cancel Apply

Copyright © 2017 Exostar, LLC Adihts reserved. 20



EXOSTAR’

11. ClickNext.
Add New Account == b 7 &‘

Directory Service (LDAP) Settings
You can enter the required settings to access information in a directory service.

Server Information

Type the name of the directory server your Internet service provider or system administrator
has given you.

Server Name: URL: ldapproxy.exostar.com
Logon Information
[] This server requires me to log on

ord:

Reguire Secure Password Authentication (SPA)

I
[ <Back ][ Next> ] [ cancel ]JJ

12.You will receive &ongratulationsnotification. ClickFinishand close Microsoft Outlook

13. RestartMicrosoft Outlook to send encrypteemail.
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