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DOCUMENT VERSIONS

Version Impacts Date

Last MAG A Dat I
MAG 6.10 * Last MAG Access Date column added November 2018
when using View Users sub-tab

e Changed the product name from IAM to
MAG

MAG 6.11 April 2019

e Remove One-Time Password from FTL
MAG 6.14 ) June 2020
e Update Password Policy

e Self-Registration

e New Organization Adoption Invitation
registration process

e Dashboard

MAG 7.0 . February 2021

e Purchasing

e Credentialing

e Activation

e Authentication

e New Admin Dashboard
MAG 7.8 i o October 2024
e Authorize users for application

e Request batches 25, 50, 100
MAG 7.9 e No Search results message April 2025
e Lockout 100 failed attempts

Copyright ©2025 Exostar LLC. All rights reserved. 3



EXOSTAR’

INTRODUCTION

This role-based guide covers the primary actions performed specifically by users with the
Application Administrator role. For a more comprehensive guide, please reference the Managed
Access Gateway (MAG) User Guide on the MAG Training Resources page.

Exostar’s Training Team offers bi-monthly Organization and Application Administrator training.
Please see the MAG Webinars page for registration information and upcoming event dates.

APPLICATION ADMINISTRATOR

The Application Administrator (App Admin) is responsible for approving or denying access to

specific applications. When users request access to an application, the request is routed to the
Application Administrator for approval. Application Administrators can only manage requests
for applications they are the Administrator for. An organization can have a single or multiple
Application Administrators.

Additional responsibilities include:
e Accept terms and conditions
e Request access on behalf of users
e Suspend application access

ACCEPT TERMS & CONDITIONS

If you are an Application Administrator, and terms and conditions have not been accepted for
your designated application, an Agree to Terms button displays next to each application.
Application Administrators are only able to accept terms and conditions for applications they
administer.

NOTE: Besides the Application Administrator, Organization Administrators and Organization
Stewards can accept terms and conditions. Users within your organization are not able to access
the application until the Service Agreement for the application is accepted.
To accept terms and conditions:

1. Locate the desired Application tile on the MAG Dashboard. Click Agree to Terms.

Certification Assistant
Status: @ Pending

DETAILS
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2. Review the terms and conditions. Then click Continue.

Accept Terms & Conditions X

Exostar

— 4 Automatic Zoom =

SEE OTHER DOCUMENTS
[[:] I've read and agree to this terms and conditions

3. Once you review the Terms and Conditions, please a check in the box for I’'ve read and
agree to these terms and conditions. Click ACCEPT AND CONTINUE.

NOTE: Complete this process for all pending applications. The system automatically
walks you through all pending applications.

4. After you have accepted all terms and conditions for the application(s), your
organization will be successfully subscribed to the application(s). Users can now access
the application(s).

NOTE: Organization and Application Administrators for the application can start subscribing
users within their organization to the application, or users can start requesting access to
the application.

What happens if you do not accept the Service Agreement?

e |If you do not accept terms and conditions by skipping the agreement, terms and
conditions will remain in Pending Acceptance of Terms & Conditions status.

e Until Organization and Application Administrators accept the terms and conditions for the
application(s), Admins cannot subscribe users within their organization the application
and users cannot access the application(s).

Copyright ©2025 Exostar LLC. All rights reserved. 5
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ADMINISTRATION TAB

Application Administrators can complete administrative tasks from this tab. Administrators can
view information for all users linked to your organization and can manage application access.

Home My Account Administration Provider Administration Registration Reguests Reports

View Users || Add New User | Subscribe to Application | User Upload | Bulk Actions | Bulk Actions Beta

Click the Search button to view results.

Search For: [ ] Using: Last Name ~ @
No Results
View Users

The View Users sub-tab allows Administrators to complete user management activities such as
request and suspend application access for users. If suspending access, comments are required.

NOTE: If you are an Application Administrator requesting access to an application on behalf of a
user, the request does not require manual approval and automatically bypasses Application
Administrator approval.

Search

Depending on role, search criteria and functionality varies for Administrators and Organization
Stewards.

To complete a search:

1. Select search type from drop-down (e.g. View Users or View Organizations).
2. Select search criteria from the drop-down menu and enter search criteria in Search For
field. Click Search.

Click the Search button je=viewsrasus

Search For: [[Smith ]] Using: [Last Name v @
No Results )

3. Results display. Click the hyperlinked User ID or Organization ID to obtain details and
complete necessary functions (i.e. suspend, reactivate, etc.).

Search Field Definitions
Reference search criteria definition for assistance.

View User Search Criteria

Last Name Unique identifier for the user
First Name Last name of user

User ID Unique identifier for the user
Email First name of user

R-IDP User ID Email address of user

Copyright ©2025 Exostar LLC. All rights reserved. 6
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Employee Reference

Unique employee ID/reference for the user

OrgID

Organization ID for Exostar MAG account

Organization Name

Name of organization

External User ID

User ID that partner company uses

External Organization ID

Organization ID that partner company uses

View User Results Fields

User ID Unique identifier for the user
Last Name Last name of user
First Name First name of user

Last MAG Access Date

Last date user logged into Exostar’s MAG account

Email

Email address of user

R-IDP User ID

Remote ldentity Provider User ID (information
displays in the column if user has linked their
account)

Employee Reference

Unique employee ID/reference for the user

Role

Role(s) assigned to user.

MAG Status

Status of user’s access. Active status means user has
completed first time login. Inactive status means
user has not completed first time login.

Active Applications

Applications active for the user

Pending Applications

Applications pending approval by an Administrator

External User ID

User ID that partner company uses

External Organization ID

Organization ID that partner company uses

OrgID

Organization ID for Exostar MAG account

Org Name

Name of organization

New Search Interface

The new search interface allows Administrators to apply more filters. As an Administrator you

can filter by:

e User ID, Last Name, First Name, Org ID, Organization Name, Business Unit, and

Application Name.

e You can apply a Rule/Condition to the available fields and type in a value to be matched.
o The"lIs" condition matches field values to exactly what is typed.
o The "Contains" condition expands the search to include any value that includes the

typed text.

e To apply more rules, you can click Add Rule to add additional search criteria.
(To remove the added rule, click the X option).
e You can view search results in batches of 25, 50, or 100.

e Click Search to display the results.

e If no search results are found, a message will display.

Copyright ©2025 Exostar LLC. All rights reserved.
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Request Inbox

PP SUBSCRIPTION REQUESTS (1]
- Select »  Select \.‘
User ID Contains
Last Name Is o ADD RULE
First Name
Org Id
e tems per page: 10 - 1-100f49 > >l
\Organlzatlon Name )
- iness Application Date
e T ST o " L O
] i - Unit Requested Submitted = 1
Request Inbox \PP SUBSCRIPTION REQUESTS 0
Sele
Last Name - Is M 5
User ID ™ Contains = S b
@® anp (O or © DD RULE
Search Clear

Determine Role

Application Administrators can determine a user’s role by following the steps below:

1. Click View Users.

2. Enter search criteria. Click Search.

3. Click the User ID hyperlink to

view the user’s details.

'Gi thg Sgar LTI TN D “Jh
Search For: ltest | Using: [Last Name ~] | Zxport Search Results
UserID = Last Name 2 First Name Last MAG Access Date 2 Employee Reference 2 Email # R-IDP Ug
testu 4642 Test User user.test@exostar.com

4. Scroll to the Application Settings section to view the Manage Roles section. The

Application field displays appli

Application Settings

cations that the user is an Application Administrator for.

Manage Roles: R

User

App Admin

Dorg Admin

ole

Application

Update|
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Modify Application Access

Application Administrators can only request or suspend application access for applications they
administer. Once suspended, users are unable to access the application.

To modify application access:

1. Click View Users.

2. Use the search filter menu or select Exact Match to narrow results. Click Search.

3. Click the hyperlinked User ID.

Click the Search button to view results.

Search For: [test ] Using: (Last Name v Export Search Res
UserID Last Name # First Name # Last MAG Access Date ¢ Employee Reference ¢ Email
testu_4642 Test User user.test@exostar.com

4. Scroll to Application Settings. Locate the application and click the appropriate action (i.e.
Suspend). You are required to enter a suspension reason. Click Activate to unsuspend.

Application Last Access Date
Raytheon Technologies Supplier Portal
Supply Chain Platform - Raytheon Technologies UAT

Partner Information Manager 17 Feb, 2021 02:20 AM EST

VQM - Vendor Qualification Manager

Raytheon Technologies SecureForms

Status Sponsor Code(s)

Pending account creation by the Application
Pending Application Administrator Approval
Active

Active

Active

Action

Sispena] Do)
Sissona] o]

Exostar LLC Main Supplier Portal Suspended
Raytheon Supplier Testing Portal Inactive I: Request Access

>,

The Delete option removes the ability for you to modify the application. Additionally,
application access is deactivated for the user.
5. The user can request access to the application again from the Request Applications tab

via the MAG Dashboard.

NOTE: Comments are viewable by the Application Administrator, Organization Steward, or
Service Provider Administrator. If requesting access, sponsor code is not required.

REGISTRATION REQUESTS TABS

Application Administrators administer application requests from the Registration Requests tab.

Registration Requests

Home My Account Administration Provider Administration

Authorize User | Authorize Application

FINer Requests By : | Al ~

Search For: [

| Using [ Select Field to Filter v | EEEE]

Copyright ©2025 Exostar LLC. All rights reserved. 9
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Authorize or Deny Application Access

Application Administrators can access the Authorize Application sub-tab to approve or deny
requests individually or in multiples for application access.

To authorize or deny requests individually:
1. Click Authorize Application. You will be redirected to a new page, click the link to view

workflow in a new browser/window.

Authorize User | Authorize Application

This workflow has been updated with an improved user experience.

Click here to move to that workflow in a new browser tab/window.

This will not close this window. You will not leave MAG.

2. On the Requests tab, you will see any pending requests. Select the User Requests, then

click the drop-down arrow to select Authorize Applications.

Dashboard My Account  Administration  Provider Administration  Registration Requests
Request Inbox
Select > Select v
@® AND O OR
Items per page: 10 - 1-1of1

Business Application

D Last Name First Name User ID Email Org Name
Unit Requested

D Test User testu_4642 usertest@ex.. Training Tea.. ForumPass 7 ...

0 APP SUBSCRIPTION REQUESTS

Reportsj

Requests

n USER REQUESTS

Authorize Applications

° ADD RULE NO INFORMATIO]

Date
Open
Submitted

11/14/2024 &2

NOTE: To display full email address, hover your mouse over the email address field.

3. Find the specific user or select all to Approve or Deny the request(s).

USER SUBSCRIPTION REQUESTS
Select - Select -
You can take the following actions on the 1
@ anD (O OR o ADD RULE selected Upers forrR
tems per page: 10 hd 1-70f
Business lication Date
Last Name First Name User ID Email Org Name Aol Open
Unit Requested Submitted
Test User testu_4642 usertest@ex.. Training Tea.. ForumPass 7. 11/14/2024 &

Copyright ©2025 Exostar LLC. All rights reserved.
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If you Deny a request, you must provide a reason to reject the request. Then click
Continue.

Please provide a reason to reject these requests

Denial reason

‘ CANCEL ‘

Once Approved, the action is complete. The request is either approved (providing user access to
the application), denied, or routes to the Application Owner for final approval. An application’s
administrative approval workflow depends on what is set for the application. Additionally, users
receive an email notification of the approval or denial.

i . )
.ElXOSTAR @ Help] | @ Success - User Request(s) Approved x

The selected application request(s) were updated
Dashboard My Account  Administration  Provider Administration ~ Registration Requests  Reports  Req successfully. No further actions necessary.

<
Regquest Inbox 49 APP SUBSCRIPTION REQUESTS nUSER REQUESTS ~

View Request Details

To view the details of the application or user request:

1. Next to the request, click the Open icon to view the details.

Business Application Date
(| Last Name First Name User ID Email Org Name Open
Unit Requested Submitted
D Test User testu_4642 usertest@ex.. Training Tea.. ForumPass 7 .. 11/14/2024 9]

2. The user request details will display with any comments, personal information and
administrator review. You can also Approve or Deny the request.

NOTE: To view the user’s full email address, hover your mouse cursor over the email
field.

Copyright ©2025 Exostar LLC. All rights reserved. 11
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USER APPLICATION SUBSCRIPTION REQUEST
ForumPass 7 UAT First Name
Prefix User
Requestor Comments:
Last Nan
Middle Name One
Emaill Address
Suffix prasanna jetty+_856@exc
Application Administrator Comments: T ——
Job Title 333-666-3333
Timezone
Fax Number America/New_York

Credentials Information

Account Status:

Expiration Date:

Credential Type Proofing Level

Has this user's account been @ ves(O No
properly provisioned in the SP?*

Does this user have at least the @® ves(O) No
minimum role/privileges necessary
to begin using the SP?*

Sponsor Code(s):

Admin General Comment on this Request

‘ APPROVE ‘ ‘ DENY ‘

Unable to Approve or Authorize

If the status of a request is Pending, you are unable to action because another administrator
locked the request. Place your mouse cursor over the request ID to determine who locked the
request. To unlock the request, contact the individual whose name displays (i.e.
williamsm_7011).

Request still pending? The system may still be processing. Click the sub-tab to re

Requestid = Last Name 2 Firs
userReqgistration1522170546487 UAT Reetiki
userRegistration1521830973352 DiwanEFAlite Reetik:

If you are unfamiliar with the user ID of the locked request, to determine who to contact:

1. Go to the Administration tab.

Copyright ©2025 Exostar LLC. All rights reserved. 12
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2. Enter user ID in the Search For field. Select User ID from the search criteria drop-down

menu. Click Search.

Home My Account Administration Provider Administration Registration Requests Reports
Approve |\ View Users || View Organizations | Approval Settings

Click the Search button to view results.
Search For: [ |
No Results

() Exact Match Using: [ Last Name v Clear|

3. Results display. Click the hyperlinked User ID to access user details.
4. Contact the user to unlock the request.

Unlock Pending Requests

Requests transition to a pending status when a request is opened, but not cancelled or processed.
To unlock a pending request:

1. Click the Registration Requests tab.

2. Status of the request displays as Pending. Locate the request and click the hyperlinked
User ID.

Requestid = Last Name = First Name 3 Org Name = Status =
userReqistration15215830973352 DiwanEPAlite Reetika Exostar2 New
userReqistration1521037320799 Star MNorman Exostar2 Pending

3. From the opened request, click Cancel. You are redirected back to the request queue.

4. Click the appropriate action sub-tab to refresh (Authorize User or Authorize Application).
The request now displays a status of New.

Requestid 2 Last Name First Name 2 Org Name 2 Status =
userRegiStratiorl 1521830973352 DiwanEPAlite Reetika Exostar2 New
userRegistration1521037320799 Star Norman Exostar2 New
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