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Document Versions

Version

Impacts

Date

SAM 4.0

Changed the product name fromI|AM to MAG
Updatedthetext andscreenshotsfor the newloginand
authenticationflow (in the “Login to your Exostar SAM
Platform Account” section)

Updatedthe SOTP Client Administrators section

July 2019

SAM 4.1

Updated Activation Workflow
Create Password Workflow
Authentication Workflow
Updated Footer
Announcement Banner

March 2020

SAM 4.4

Password & security questions enhancements
Improve account activation process
Login screen updates

May 2021

SAMG.0

SP Admin email enhancements
Authentication updates
Manage Credentials sub-tab
Activation email reminders

February 2022

SAMb.2

Link accounts under primary account
OTP registration page enhancements

August 2022

SAMb.3

New Application email templates

Improved registration and login process
New welcome & registration videos
Improved Application admin search features

October 2022

SAMB.0

Improve account consolidation to reduce duplicate accounts

Enhanced Reporting dashboard for Administrators
First Time Login translation in Japanese

July 2023

SAM 6.2

New BETA Bulk Upload feature
New Admin Insights Dashboard
Improved SP Admin requests tasks
User profile feature updates

March 2024

SAMB.6

Improved Change Email feature
Improved Account Consolidation feature

September 2025




EXQSTAR

Introduction

This quide isintended to introduce users to the Secure Access Manager (SAM) solution and its
processes.

Application Overview

Exostar’s Secure Access Manager (SAM) Platform is a consolidated portal used for account
registration, authentication, and management. The authentication gateway supports secure
authentication and provides access to applications and services hosted by Exostar and those
managed by external entities.

The objective of the SAM Platform is to consolidate registration processes for connecting
partners and applications in a secure environment, while providing flexible management and
invitation capabilities to application owners.

Key Platform Features:

e Qurplatform extends the basic concept of web-based Single-Sign-0On
(SSO)to support the single sign-on location to multiple applications.

e |tsupportsauthentication credentials of varying assurance levels.
e |tfacilitates anorganizational approach toregistration, account
management, and application access.
e |tprovidesorganizations with toolstoadd newusersand grant access to applications.

Organization Types in SAM

The Exostar SAM Platform manages the following types of organizations: Organization-
Managed Organizations, Exostar-Managed Organizations, and Sponsor-Managed
Organizations. Users from Sponsor-Managed Organizations can transform into “Shared
Users,” if they begin to access applications that do not belong to their sponsor. Read below to
understand the difference between these types of organizations.

Organization-Managed Organization (OMO)

An Organization-Managed Organization in SAM refers to an organization that is responsible
for managing itself. The Org Admin accepts the Terms and Conditions on behalf of the
organization members. The organization manages and administers their own users.
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Organization-Managed Organization is the only model that will permit establishing SSO /
Federated access for their users.

An Organization-Managed Organization has the features below:

+ Itisself-managed

« Organizationis responsible for all users in the organization

+ OrgAdminaccepts T &Cs

« Typically, larger organizations with established IT expertise
+ Pre-requisite for establishing SSO / Federated connection

Sponsor-Managed Organization

A Sponsor-Managed Organization is an organization registered in Exostar's SAM Platform and
managed by the Sponsor. Members of this organization are the responsibility of the Sponsor.
The Organization Administrator will accept the Terms and Conditions on behalf of the users
within this organization. As long as users access sponsor applications exclusively, the
Sponsor’'s Admin will have full control over these users. However, once a user subscribes to a
non-sponsor app, the sponsor’s admin will stop having full admin control over the user but will
continue administering their organization-specific applications. Shared Users will need to
accept Terms and Conditions only once, after subscribing to their first non- sponsor
application.

A Sponsor-Managed Organization has the features below:

« This organizationis registered & managed by the Sponsor

« The Sponsorisresponsible for all non-sponsor users in the organization

« Sponsor Org Admin/MPA accepts T & Cs for applications that belong to the Sponsor-
Managed Organization

« Users become shared once subscribed to a non-sponsor application

Exostar-Managed Organization

An Exostar-Managed Organization in SAM is an organization that is managed by Exostar.
Users within Exostar-Managed organizations accept user-level Terms and Conditions, but
they only need to be accepted once. Adding additional applications will not require users to
accept additional terms and conditions again. This type of organization is intended for
independent users of the system, who may not belong to a particular organization, and who
may need access to multiple sponsor applications. For example, clinical investigators would
belong to this type of organization.

An Exostar-Managed Organization has the features below:
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It is registered and managed by Exostar

Usersaccept T & Cs only once, after subscribing to their first application

Typically, it includes independent users who do not belong to a particular organization
These users need access to multiple sponsor applications

Usersneed to be added to an organization by Exostar, the Sponsor Inviter API, or
Adoption Module Administrator

Types of SAM Users

The tables below provide information about users by the type of their organization and role
designation within SAM:

Table A: Users by the Type of Organization (OMO/SMO/EMO)

Organization Type User Type

Organization Managed
Organization (OMO)

Sponsor Managed Organization

(SMO)

Exostar Managed Organization

(EMO)

Internal Employees

Non-Employee External Users, Partners, Suppliers (users can
access applications across sponsors while still belonging to an
"Organization”)

Individual Users (users can access applications across sponsors
but DO NOT belong to
an "Organization")

Table B: User Roles in SAM

User

Role OMO SMO EMO

Organization Administrator (OA)
(Scope: Limited to Their Organization)

Management Portal Administrator (MPA)
(Scope: Limited to Tenancy; a Tenancy could include X X
multiple Organizations)

Service Provider Administrator (SPA)
(Scope: Limited to Their Applications)

Exostar Portal Administrator*(EPA)
(Scope: Full Admin Capability)

X X X

*EPAs are Exostar employees that have full admin control over users of all Org Types.

COPYRIGHT 2025 EXOSTAR LLC | ALL RIGHTS RESERVED
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Login Information

Whether logging into Exostar’s SAM Platform for the first time, returning to the portal, or
logging in via EAG, you can access the portal at: https://secureaccess.exostar.com.

How to Activate your Account

Upon creation of your SAM Platform account, you receive an email notification containing an
activation link. The account activation email is resent twice every 30 days, and new activation
notifications supersede older activation emails. Account activation must be completed
within 180 days, or the account is deleted. After you begin using your account, you are asked
to change your password every 90 days

Follow the steps below to activate your account:

1. You will receive an email invitation to active your account, click the Activation My
Account button:

This Message Is From an External Sender

EXQSTAR

Chandana Shivakumar,

Exostar's Secure Access Manager(SAM)

[ ACTIVATE MY ACCOUNT ]

NOTE: You must activate your account by the date in the email, if you do not the link will
expire and Exostar will have to resend the activation email.

2. You will be redirected to the Welcome screen, from here click Let’s Get started button.



EXQSTAR

EX@STAR Secure Access Manager (SAM)

Hello, Samantha Torretti

Set up your security methods to start using Secure Access Manager.

Let's set up your account

g #Q

Create your password. Select your security questions and set your answers. We'l take you straight to SAM.

LET'S GET STARTED

3. Create your password and re-enter the new password again in the fields provided.
Please make sure you meet all the password requirements. Then click Next.

Create password

Create a password to secure your account.
The checklist below will help you meet our
password strength requirements.

Very strong

Minimum length: 8

Maximum length: B4

Minimum alphabetic character: 1
Minimum numbs

000000

No leading and trailing spaces

4. Next set up your Security Questions and Answers. Then click Next.

NOTE: To view your answers, check the Show all Answers box.

Set Security questions and answers

What is your place of birth?
What is your favorite color?
What is your mother's maiden name?

What was your first school's name?

[ show all answers NEXT
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5. Afteryou setup your password and security questions, your account is now Active.
Click Continue to access the SAM portal.

(/] Your accountis now active

Your authentication methods have been set up
successfully.

You can now access sponsor applications and

services in SAM.
CONTINUE

How to Login to SAM Portal

Once you have completed your first-time login and established your password and security
questions, all subsequent Logins to Exostar SAM Platform will be as follows:

1. Goto the Exostar SAM Platform login portal: https://secureaccess.exostar.com
2. Enteryour Email/User ID. Then click Next.

EXQSTAR Secure Access Manager (SAM) EX@STAR Secure Access Manager (SAM)

Step 1/2: Email Address / User ID 5242 Passwor

Login Password

rooneys_8022
Enter your Email Address or User ID s

Enter your Password

Email Address or User ID

Password

Foigo! Password

NOTE: SSO/EAG users have a cookie installed to their browser, which redirects them to their
organization Remote Identity Provider(R-IDP). If you delete the cookie or use a different
browser, entering the email address redirects you to the proper R-IDP.

3. EnteryourPassword and click Next.

NOTE: If the system recognizes your credential has not been activated, you are prompted to
resend the activation email.


https://secureaccess.exostar.com/
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4. Upon successful login, the Exostar SAM Dashboard displays. From your dashboard as
a User, you will see your Applications. As an Administrator, you will see Administrator

Insights (which will be reviewed in the Administrator sections below).

5. Inthe Applications section you will see the applications your organization is
subscribed to. The status will display below the application as either: Active,

Suspended or Pending Approval.

NOTE: If you have an Administrator role, the first time you log in you will have to accept the
Terms and Conditions before your organization and users can access the application(s).

User Dashboard View:

EXQJSTAR Secure Access Manager (SAM) [ (D Hep

Home MyAccount Provider Administration  Regisiration Requests Ci
Applications [ ¥ Display Al }
MSD Exostar LLC
InForm 6.1 Test Service Provider 2

Statws: @ Suspended Status: @ Active

Stephanie Rooney (rooneys_8022)

Transce123

Administrator Dashboard View:

EX@STAR Secure Access Manager (SAM)

This Period: 1

Select a point to review Data

B @ Help Stephan-\e Rooney (rooneys_8022)
Transce123
Home My Account Provider Adminisiration Registration Requests  Customer Support  Reports
Administrator Insights ORG ADMIN v AZURE EXOSTARQA1.CO Vv
User Activity (D) Application Access (D [ Last7oas | Login Count For This Application(7)
Select an application view dat
AZURE EXOSTARQAT.CO v sopArLoomer Arrae
E— o o o
0 O/ Previous Period: 18 o Fie Based Tesc 5P
— (o] This Period: 18
o Secure Sare
TOTAL POPULATION
o TestSence Provaer (ortole)
N Oy Previous Period: &
w— /0 This Period: 8
TOTAL ACTIVE USERS
N o Previous Period: 1
0925 0924 0923 0972 0 020 0SM9 - L) (8]

Applications Y Display Al
MSD Exostar LLC
InForm 6.1 Test Service Provider 2

Status: @ Suspended Status: @ Active
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How to Edit your Profile

The Edit Profile page allows you to view and modify your user profile information. It also
allows you to link your Exostar SAM Platform account to the R-IDP Account.

NOTE: If your account has been linked to your corporate network account via Enterprise
Access Gateway (EAG), changes you make to your Exostar SAM profile may be updated upon
login by your organization’s directory.

To Edit your Account Profile:

1. Loginto the Exostar SAM Platform. Select the My Account tab, then select Edit Profile
sub-tab.

2. Review your profile information and update any changes. Click Continue to save your
changes.

HOME MY ACCOUNT  PROVIDER ADMINISTRATION REGISTRATION REQUESTS CUSTOMER SUPPORT REPORTS

My ACCOUnt Organization: Transce123

Credential Strength: Username and Password

=Require

VIEW ORGANIZATION User Profile
DETAILS
CHANGE EMAIL ADDRESS
CHANGE PASSWORD HelE: SPATmIR
=Street Address 1: |2325 Dulles Corner bivd
CHANGE SECURITY Organization Name: Transcel23
BUESHIDNS Organization ID: EX0111030280
MANAGE CREDENTIALS *Onboarding General “City:
ACCOUNT CONSOLIDATION Sponsor: =Country: | UNITED STATES v
Title: | Select...
=State: |Virginia v|
=First Name: "
e Hane =Time Zone: [EST ~|
*Last Name: |:I Restricted Access: Off
suff: [ ] Created Date: 10/26/2020 15:09 PM EST
SAM:
sponsoreemalls [ ] Last Access Date: 09/25/2025 11:49 AM EST

=)

3. Areview page will be displayed. Review and verify that the changes have been entered
correctly. Click Submit.

4. The confirmation page is displayed confirming that changes have been processed. You
will receive an email confirming the changes.

View Organization Details

The View Organization Details link provides the user with the following information:

COPYRIGHT 2025 EXOSTAR LLC | ALL RIGHTS RESERVED 10
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« Organization Details (including names, address, and Org ID)

+ Credential Buyer information

« Organization Contact - Org and App Admins

« Active Applications

« Contactinformation for Application Administrators by application

HOME MY ACCOUNT | ADMINISTRATION REGISTRATION REQUESTS REPORTS

My ACCOUnt Organization: Exos

Credential Strength:

EDIT PROFILE

CHANGE EMAIL ADDRESS

=Onboarding Sponsor: General
CHANGE PASSWORD

Management Type: Organization-managed Allowed Domains for user's NA
E-mail Address:
CHANGE SECURITY Individual-Level false
QUESTIONS Organization?: -Address 1: 2325 Dulles Corner Blvd
MANAGE CREDENTIALS Organization Name: Exostar LLC Address 2: Ste 600
=Organization ID: exostar =City: Herndon
ACCOUNT CONSOLIDATION g ! ¥
Business Unit: NA -Country: US
=Organization's HQ/Country US =State/Province: US-VA

of Incorporation:
TaxID (US Only): NA
DUNS #: NA

Zip/Postal Code: 20171

Suspended Date: N/A

Created Date: 01/01/2005 05:00 AM GMT

How to Change your Password

Follow the steps below to change your password:

Log into your SAM account: https://secureaccess.exostar.com

To change your password, click the link “click here".

N NS

the correct field.

5. Then enter your New Password and Confirm your new password in the correct fields.

NOTE: Make sure your new passwords match and meet the password requirements.

COPYRIGHT 2025 EXOSTAR LLC | ALL RIGHTS RESERVED

From your Dashboard, click My Account tab. Then select Change Password sub-tab.

You will be redirected to a new screen “Change Password”. Enter your Old Password in


https://secureaccess.exostar.com/

EXQSTAR

HOME | MY ACCOUNT ADMINISTRATION REGISTRATION REQUESTS REPORTS

My Account

Change Password

VIEW ORGANIZATION To ch d click h
DETAILS o change your password click here

CHANGE EMAIL ADDRESS
Change Passwaord

CHANGE SECURITY
QUESTIONS

MANAGE CREDENTIALS

Very strong

@ Minimum length: 8

@ Maximum length: 64

@ Minimum alphabetic character: 1
@ Minimum numbers: 1

@ Minimum special characters: 1
@ Noleadingand trailing spaces

Meed help?

CANCEL NEXT

REMINDER: Passwords must be a minimum 8 and maximum of 64 characters long. They
must include at 1 alphabetic character, Tnumber, and 1special character. Leading and

trailing spaces are not allowed. Passwords will expire after 90 days.

6. Click Complete to save your new password. You will be redirected to your SAM

Dashboard.

How to Update your Security Questions

The Update Security Questions feature allows users to change security questions that have
been associated with their SAM Platform accounts. Please note the following regarding your

Security Questions:

« Security questions are used when you have forgotten your password, or when you need

to change your password.

« The system will only require you to remember two of the four questions when resetting

your password.

« Each of your questions and answers combinations must be unique.

« The answers to the security questions are case-sensitive.

NOTE: If your account has been linked to your corporate network account via Enterprise
Access Gateway (EAG), you will not be able to see the ‘Update Security Questions’ tab.

COPYRIGHT 2025 EXOSTAR LLC | ALL RIGHTS RESERVED
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To Update your Security Questions:

1. Loginto your SAM account and select My Account tab, then click the Change Security
Questions sub-tab.

2. Find the question(s)you want to update and place a checkmark in the Change box.

Next select the question from the drop-down list and provide the answer.

4. Click Submit to finalize your changes. A display message will confirm that changes
have been saved (you will also receive an email confirmation).

N

Help Customer Service @; Stephanie Rooney Logout|
4

HOME MY ACCOUNT PROVIDER ADMINISTRATION REGISTRATION REQUESTS CUSTOMER SUPPORT REPORTS

My Account Organization: Tr:

Credential Strength
EDIT PROFILE

VIEW ORGANIZATION
DETAILS

CHANGE EMAIL ADDRESS

Update your existing security questions and answers by clicking the Change box, entering the

CHANGE PASSWORD new answer, and clicking Submit.
Question 1: \What is your place of birth? V\ Change
lect...
Answer: Selexk
MANAGE CREDENTIALS What is your place of birth?

Confirm ANSWer: | what is your favorite color?

Question 2: What is your favorite food? Change 0O

What is your favorite book?

Answer: N .
What is your mother's maiden name?

ACCOUNT CONSOLIDATION

Confirm Answer: |What is your favorite movie?

What was your first pet's name?

Question 3: Change O
What was your first school's name?
Answer:
Confirm Answer:
Question 4: What was your first school's name? v Change O

Answer:

Confirm Answer:

Manage Credentials

One-Time Password credentials are mandatory if you need to access partner applications
that require two- factor authentication (2FA). Therefore, if you are attempting to access an
application that requires 2FA, you need a security credential.

The Manage Credentials link will allow you to register, manage, elevate, or deactivate your
OTP credential. The OTP credential may be linked to your account via phone, OTP Hardware,
or Exostar Mobile ID. You can only register one credential type to your account.

(&)

COPYRIGHT 2025 EXOSTAR LLC | ALL RIGHTS RESERVED 1
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How to Manage your Credentials:

1. Loginto your SAM account, then select the My Account tab.
2. Next select Manage Credentials sub-tab.
3. The following options will display:
a. Register: Add/register a new device to your account.
b. Manage: Modify devices associated with your account.
c. Elevate: Upgrade/elevate your credential strength by logging in with your OTP
device.
d. Deactivate: Remove/deactivate all devices associated with your account. (Note:
this is a permanent action).

HOME MY ACCOUNT PROVIDER ADMINISTRATION REGISTRATION REQUESTS CUSTOMER SUPPORT REPORTS

My Account

EDIT PROFILE

VIEW ORGANIZATION Manage Credentials
DETAILS

OTP Service Status: Active
a new Device to your account
or modify the Devices associated to your account

gnérg%%ﬁescuam your credential strength now by logging in with your OTP device

CHANGE EMAIL ADDRESS

CHANGE PASSWORD

this service and remove all devices associated with your account

How to Register your Credential
Follow the steps below to register and activate your OTP credential.

1. Login to your SAM account and select the My Account tab. Next click the Manage
Credentials sub-tab.
2. Click the Register button to register/add a new device.

COPYRIGHT 2025 EXOSTAR LLC | ALL RIGHTS RESERVED 14
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HOME MY ACCOUNT = ADMINISTRATION REGISTRATION REQUESTS REPORTS

My Account

EDIT PROFILE
VIEW ORGANIZATION Manage Credentials
DETAILS

OTP Se Status: Inactive

CHANGE EMAIL ADDRESS i
new Device to your account

RRSTSERASSNORD or modify the Devices associated to your account

gﬂég'lcjl%ligCURm your credential strength now by logging in with your OTP device

this service and remove all devices associated with your account

3. Complete "Step 1. Introduction”, read through the Terms of Use. Then click Submit to
continue.

Manage OTP - One Time Password

Step 1: Introduction | Step 2: Register Credentials

This service will enable you to use your phone to receive one-time password codes to enter as additional security with your User ID and Password. To use this service,
you will be prompted to provide a phone number that is capable of receiving text messages. View our FAQs for more information.

Terms of Use for SMS messages

1. Verification and use of SMS messaging requires an SMS capable phone, only.

2. You may be subject to charges imposed by your telephone carrier for your receipt of text messages. Exostar is not responsible for the payment of such charges.
3. By entering a phone number, you certify that a) you are the phone account holder, or b) you have the phone account holder's permission to do so.

4, To cancel this service, click 'Cancel' below.

By clicking the 'Submit' button below, | agree with the above Terms.

4. Proceed to "Step 2. Register Credentials”. Choose your Delivery Method, select your
Country from the drop-down menu. Then enter your Phone Number and confirm your
number again. Click Send Code.

COPYRIGHT 2025 EXOSTAR LLC | ALL RIGHTS RESERVED
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5.

B.

7.

Manage OTP - One Time Password

Step 1: Introduction | Step 2: Register Credentials

« Shared phone numbers or devices are not permitted.

« If a mobile device is used, you must be in possession of the mobile device before requesting an OTP code.

« Ifalandline is used, you must be present at the landline telephone before requesting an OTP code.

« Never share OTP codes with anyone to avoid identity theft.

« You may be subject to charges imposed by your telephone carrier for your receipt of text messages. Exostar is not responsible for the payment of such charges.

Register your phone
* Delivery Method:  Text message to my Phone v How do you wish to receive messages?
* Select Country:  yNITED STATES ~ Selecta country instead of entering the full international dialing code in the phone number
field.
*Phone Number. 41 Enter numbers only. A verification code will be sent to this phone when you click "'Send Code'

It will take a moment for the code to arrive, and it will expire in 2 minutes.

*Confirm Phone Number:  +1_

| I Cancel

You will receive a text message with Verification Code on your mobile phone. Enter the
code in the field provided and click Submit. (If you did not receive a code, click Resend
Code).

A confirmation message will display that you have successfully registered your phone,
click Complete to finalize the process.

Manage OTP - One Time Password

Step 1: Introduction | Step 2: Register Credentials

‘You have successfully registered your phone. You may be prompted when you login with your User ID and Password to use this phone to receive a one-time password
code for additional security. You can register additional phones by going to the Manage OTP tab in My Account.

Click "Complete" to complete your registration.

o]

You will be redirected back to the Manage Credentials page after successfully
completing registration, then click OK.

Account Consolidation

This section provides instructions on how to consolidate your accounts in Secure Access
Manager (SAM). This feature helps users consolidate their application subscriptions from two
SAM accounts into a single account. Application Owners will be informed of the consolidation,
the accounts associated with it, and the required tasks to complete consolidation.

There are two account consolidation workflows:

1.

The application subscription requires Application Owner approvals to consolidate.
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NOTE: The user will lose access to the applications until the Application Owner re-
subscribes their Primary Account to the applications.

2. The application subscription doesn't require Application Owner approvals to
consolidate.

NOTE: The user will not lose application access during this flow.

Application Owners are responsible for completing the account consolidation tasks
depending on the flow for the application they manage.

Thisis a user-driven solution. The user is the only one that can initiate this process;
Application Owners cannot do this on the user’s behalf. The user must prove ownership of
both accounts using their login credentials. If the user cannot recover the account due to loss
of email access, then that account cannot be used for account consolidation.

Important Terms

Please see important term definitions:

« First Account: Account the userlogs in with to initiate Account Consolidation.

« Second Account: Account that is added during the Account Consolidation process.
« Primary Account: Account the user wishes to keep.

+ Secondary Account: Account the user wishes to remove.

Consolidation Limitations

Please note the following limitations to what accounts cannot be used for Account
Consolidation (whether accessing the account consolidation tab with these items, or adding
the account as the second account:

o Certificate Accounts

« Remote Identity Provider (R-IDP) Accounts (NOTE: If you unlink or remove the ability to use
the native account, and if you wish to benefit from the Remote Identity Provider (R-IDP) status,
you must re-link the SAM account to R-IDP Account).

« Hardware OTP Accounts (NOTE: If you revoke your OTP Hardware token, this also revokes the
identity proofing on the account. You would incur additional costs to set up a new hardware
token).

+ Authy™ Accounts

+ Identity Proofed Accounts (NOTE: If you revoke, you will incur additional costs to set up a new
identity proofing).
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Terms and Conditions

It is important to note, if the primary account organization does not have access to the
application that is on the secondary account, the user or Organization Administrator must
accept that application’s terms and conditions again in order to access.

Account Consolidation Process

Before you begin:

« Only two accounts can be consolidated at a time.
« Theaccountyou're currently logged into will be treated as one of the two accountsin
the consolidation process.

To begin, you'll need to sign in to the second account you wish to consolidate.

« Ifyoudont remember the password for the second account, you'll need to log out of
your current session and go through the account recovery process to reset the
password. Once that's done, return here to continue.

To Consolidate your Accounts:

1. From the SAM Dashboard, click the My Account tab. Then click Account Consolidation
sub-tab.

2. Click the “here” link to access the Account Consolidation process.

EXOSTAR’

HOME & MY ACCOUNT = PROVIDER ADMINISTRATION REGISTRATION REQUESTS (|

My Account

'EDIT PROFILE Account Consolidation

;l;r\nxingAN]ZAﬂON Ciico access Account Consolidation

CHANGE EMAIL ADDRESS
CHANGE PASSWORD

CHANGE SECURITY

QUESTIONS

MANAGE CREDENTIALS
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3. Complete "Step 1: Account Consolidation” by entering your second account login
credentials. Then click Sign In to Second Account button.

1 L2}

Step 2 Step 3

Step 1: Account Consolidation - Have more than
one account?

Use this tool to consolidate your accounts, so all your access is available in one
place. L dd
training@exostar.com

Before you begin:

» Only two accounts can be consolidated at a time.
» The account you're currently logged into will be treated as one of the two
accounts in the consolidation process

[ SIGN IN TO SECOND ACCOUNT ]
You'll need to sign in to the second account you wish to consolidate.

If you don't remember the password for the second account, you'll need to log out of
your current session and go through the account recovery process to reset the
password. Once that's done, return here to continue.

4. Next, complete “Step 2: Choose the Account to keep” and select your primary
account by clicking the radio button. Then click Consolidate button.

L : o

Step1 Step 3
Step 2: Choose the account to keep

Select the account you want to retain as your primary account. This will become your only account going forward.

Primary Account Secondary Account UserID Email Subscriptions

O ) rooneys_7120 Stephanie.Rooney@exostar.com

C) testt_2342 training@exostar.com
(| covsouoare

Click "Consolidate” to proceed
Click "Cancel" to exit

Note: Optional, click Cancel if you do not want to consolidate your accounts.

5. Aconfirmation screen will display, “Step 3: Your Account Consolidation Request is
now underway"’.
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Step 3: Your Account Consolidation Request is now underway

The table below outlines the status of your application access changes with your y account). Some applications may require the application owner (e.g., Sponsor) to complete additional steps before
Status Legend
+ Waiting for Owner to R the

The Sponsor must reassign access to your primary account
» Waiting for Application Owner Tasks to be Completed
The Spansor must complete internal updates. You are not blocked from accessing applications duting this time and can continue 10 access through your primary account
What Happens Next:
« Once the required actions are completed by the application owner, your access will be fully restored.

= For urgent access needs, please contact the application owner or support team directly.
= Until re-subscription or application owner tasks get completed

= You will not be able 1o initiate another account consolidation
= You will not be able to update your email address.
Application Name Sponsor Account Consolidation Status
TSP4 Exostar LLC Waiting for Apphcation Owner Tasks to be Completed

TSP Exnstar LG Wiaiting for Application Owner to Re-subscribe the Application

6. Once your Account Consolidation is complete you will receive a confirmation email.

Account Disablement

Inactivity onyouraccount may resultin the account being suspended or deleted. The following
are some reasons why your account may get deleted or suspended:

Status Reason

If you haven't completed first time login (account activation)
Account Activation not Completed | foryour Exostar SAM Platform account within 180 of account
for more than 180 days: creation, your account will be deleted. If youraccountis
deleted, you will have to re-registerin the system.

Each application can set the parameters for the number of
days of inactivity that will lead to access suspension. If your
application access is due for suspension in 30 days or less,
each time you login to your Exostar SAM Platform account,
Application access Suspend: you will be presented with a flash screen to remind you to
access the application and the number of days to suspension.
To ensure that you do not lose access to the applications you
need, it is good practice to login to your Exostar SAM Platform
account reqularly and access available applications.

If your application access has been suspended for X' number
of days as specified by the application owner, your access to
the application will be deleted. You will be notified regarding
this deletion 30 days in advance.

Application Access Deleted:
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Active Account Deleted:

If the last active application subscription is suspended, your
Exostar SAM Platform account will be suspended 30 days
after the application suspension. You will be notified
regarding this suspension 30 days in advance. Contact
Exostar Customer Support for information on how to re-
establish application access.
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