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Introduction

This document will outline the steps to set up the Exostar EAG Enterprise Application. Please
ensure you have purchased one of the following licenses:

« Microsoft Business Premium
e Microsoft E3
o Microsoft Entra ID P2

If you have any questions, please contact Exostar PM.

Setup Enterprise Application

To set up the EAG Enterprise Application, follow the steps below:

1. Navigate to https://portal.azure.com. Type Enterprise Applications in the top search field.
Select Enterprise applications under Services.

Microsoft Azure q enterprise applications

All Services (14) Resources ' More (4)

Welcome to

. Services See more *
Don't have a subscri

EEEJ Enterprise applications

) loT Central Applications
& Managed applications

& Application gateways ’

Marketplace See more

2. Select : + New application at the top right of the screen.

Microsoft Azure L Search resources, services, and docs (G+/)

Home > Enterprise applications

=22 Enterprise applications | All applications

= Exostar

<

« -+ New application (D Refresh | D

> Overview

3. Select +Create your own application.


https://portal.azure.com/
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= Microsoft Azure L Search resources, services, and docs (G+/)

Home > Enterprise applications | All applications >

Browse Microsoft Entra Gallery

-+ Create your own application 2 Got feedback?

The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deplo
you leverage prebuilt templates to connect your users more securely to their apps. Browse o

4, Input the name of your app, (i.e. Exostar EAG) and select the option Integrate any other
application you don't find in the gallery (Non-gallery). Then select Create.

What's the name of your app?

\ EXOSTAR EAG v

What are you looking to do with your application?
Q Configure Application Proxy for secure remote access to an on-premises application

O Register an application to integrate with Microsoft Entra ID (App you're developing)

'@} Integrate any other application you don't find in the gallery (Non-gallery)

5. Afterapplicationis created you will see the Overview screen for the application with
Application name, Application ID and Object ID.

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery >

gix EXOSTAR EAG | Overview

’ Enterprise Application

) Properties
iy Overview

N} )
Deployment Plan \
| EXOSTAR EAG D |
#< Diagnose and solve problems
Application ID @
? Manage | e8a36d3b-95a1-4f41-a392-... [ |
> Security ObjectiD O
> Activity | ffddcdab-ecoe-4499-85f2-1... I |
\ J

> Troubleshooti S rt i
roubleshooting + Suppo Getting Started

6. Onthe left-side menu, under Manage, select Single sign-on.
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] EXOSTAR EAG | Overview

Enterprise Application

<
~

Overview

&

—
[

Deployment Plan

Diagnose and solve problems

<X

Manage

ill Properties

& Owners 1
4, Roles and administrators

A& Users and groups

3) Single sign-on

Next select your single sign-on method, choose SAML.

Select a single sign-on method

O

Disabled

Single sign-on is not enabled. The user
won't be able to launch the app from
My Apps.

Help me decide

SAML

Rich and secure authentication to
applications using the SAML (Security
Assertion Markup Language) protocol.

i3

8. Complete the Set up Single Sign-on SAML page with the configurations demonstrated

below:

Basic SAML Configuration

Identifier {Entity ID)
Reply URL (Assertion Consumer Service URL)

urn:com:exostartest.eag
https://eag.exostartest.com/sp/ACS.saml2

specificationid
subject

emailaddress
givenname

surname
authenticator1
credentialsourcel
Unigue User Identifier

Sign on URL Optional
Relay State (Optional) Optional
Logout Url (Optional) Optional
e Attributes & Claims / ;
Edi
name user.mail
assurancelevel “level 3"
credentialtype "password"

"urn:com:exostartest:assertion-profilesieag:1.1"
user.userprincipalname

user.mail

user.givenname

USer.surnams

"companyname"

“companyname”

user.userprincipalname
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10.

11. Finally select Users and groups, then select + Add user/group. Next choose the group

NOTE: You may have to create the group and add the members if it does not exist (see

The following claims must be entered manually. Quotes will automatically be added:

e assurancelevel -type level_3

e authenticatorl-companyname

e credentialsourcel-companyname
e credentialtypel- password

e specificationid - urn:com:exostartest:assertion-profiles:eag:1.1

Confirm all settings are correct. Next Download the Certificate (Base64)and send it to
Exostar PM via zip or by converting it to a .txt file before emailing. Make sure you take note

of where you are downloading the .cer file.

=) -I_Exnstfr-_EAG.::El

which has the users that will require access to the application.

screenshots below).

Home » Exostar EAG

2a Exostar_EAG | Users and groups

Enterprise Application

< = Add user/group

H VeV SW
2 Overview 0 The application will appear for assigned users within

Deployment Plan

I

#{ Diagnose and solve problems Assign users and groups to app-roles for your applicatic
' Manage
|/"-" First 200 shown, to search all users & gro... |
i .
Il Properties
Home > Exostar_EAG | Users and groups

Users and groups
Add Assignment

Exostar
~
Users and groups
None Selected

Select a role O eag

(i) Try changing or adding filters if you don't see what you're looking for.

resurt round

All Users Groups

Name Type

D 'ﬁ EAG Testers Group
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